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Executive Summary

Security management and compliance reporting is an increasingly complex and critical function in any large  
enterprise today. The changing nature of security threats, the proliferation of devices outside IT control, globalization, 
the explosion of social media and rapidly evolving regulations intensify the challenge. The solution to this challenge 
often requires the need to collect, store and analyze massive amounts of security and compliance data.

Early implementations of security information and event management (SIEM) solutions are, in many cases, unable 
to handle the challenges posed by these converging trends. However, next-generation SIEM solutions from Sensage 
are now available that give proactive enterprises the ability to collect and manage massive amounts of data related to 
security threats, compliance and risk management, and perform meaningful analysis on that data.

Results include faster and more accurate investigations of security incidents, streamlined compliance reporting,  
and clearer direction on how to improve information security procedures and systems.

The Evolution of SIEM 

Security information systems were originally developed to address two requirements that emerged in the late 1990s 
and early 2000s. The first requirement emerged in the threat management arena. This was the direct result of intrusion 
detection systems complicating simple perimeter firewall defenses with numerous alerts dominated by false positives 
that made the effort largely futile. Enter early SIEM systems that correlated perimeter firewall, intrusion detection 
and router events to help operators decide which intrusion detection alerts should be addressed and which should 
be ignored. These security event management (SEM) systems produced the SOC/NOC real-time consoles that are 
prevalent in large enterprises and government agencies. While they were primarily installed to help network security 
practitioners manage threats, they were also used for compliance as certain regulations began to demand continuous 
monitoring of certain alerts.

The second requirement was for compliance and featured log management systems that could archive events of 
regulated systems such as credit card processing servers. These security information event management (SIM) 
systems are typically used for compliance reporting and auditing.

Over time, these systems have proliferated into multiple “silos,” either for separate functions (such as log management, 
real-time monitoring and incident response) or for individual departments or business functions.

Eventually, this product category evolved in two complementary directions:

• Security event management (SEM), which provides real-time monitoring for security events; and 

• Security information management (SIM), which provides log management and reporting for security-related events.

SEM and SIM address different aspects of security and compliance issues. SEM is oriented to immediacy; its focus is 
to identify threats in real-time and help IT personnel identify and respond to security threats. SIM is more oriented to 
historic recordkeeping, supporting compliance reporting, forensic investigation and analysis of security threats.

Today, tools designed originally for compliance, security and incident response are also being used for real-time 
monitoring, risk management and policy validation. This blurring of lines, reflecting a more complex user environment, 
has led the market to define a relatively new category of solutions—security information and event management (SIEM).

The definitions of SIM, SEM and SIEM can be somewhat fluid, and enterprises must be careful to identify clearly  
their unique set of requirements before specifying and acquiring these systems. A leading analyst firm summarizes the 
evolving character of the SIEM market when it notes that many of its clients start with a need for log management  
to satisfy regulatory requirements such as PCI and SOX. Over time, their report indicates, “our clients generally 
recognize that these compliance-funded projects are also an opportunity to improve security monitoring and incident 
management capabilities.”
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From simple compliance or threat detection, demands on SIEM solutions have expanded to strategic areas such as 
application monitoring, user monitoring and forensic analysis of past security incidents.

Many chief information security officers (CISOs) and their teams feel that their SIEM systems are not only failing to meet 
immediate performance expectations, but do not offer more sophisticated capabilities they want to add.

Among the immediate problems are:

• The cost and complexity of purchasing and managing storage and monitoring systems

• Difficulty accessing huge amounts of data

• Limited ability to make queries against historic log data

• Keeping pace with changing user behavior outside the control of IT (e.g., mobile computing 
and communication devices, and the pervasiveness of social media)

• Loss of data fidelity

Forward-looking CISOs recognize opportunities to add new capabilities to their SIEM systems, including:

• Deep, historical analysis of security events over long periods (years...not days)

• Large-scale investigations to detect advanced persistent threats

• More rapid response to compliance and regulatory inquiries

• Establishing benchmarks for employee, contractor, supplier and partner behavior in 
regards to data access, and measuring variations from those benchmarks

• Defining and implementing best practices for information security management and compliance reporting

• Automated filtering of vast log data to isolate suspicious event patterns meriting manual investigation

Shortcomings of Legacy SIEM

Numerous factors, both external and internal, are causing users of early-generation SIEM systems to question the ability 
of those deployments to keep up with the growing demand for storage capacity, processing speed, query functionality 
and analytic capability.

External Factors

The increased pace and complexity of security threats: The number of threats faced by high-visibility organizations 
such as large financial institutions, government/military agencies and corporations are increasing by the day. Moreover, 
ill-intentioned parties are becoming much more sophisticated in their strategies and methods. The result is that threat-
detection is far more complex than ever before.

Proliferation of devices and applications: The ubiquity of mobile devices in the workplace has greatly complicated 
security and compliance reporting. For example, a few years ago a bank would have dealt with a customer only at a teller 
window, by telephone or at an ATM—all relatively secure, closely monitored environments. Today, however, transactions 
and access to sensitive information are increasingly being handled over mobile phones, PCs of all types, tablets and 
anything else (present or future) with a browser and Internet connection. These devices and networks are all subject to 
compromise making the environment for delivering secure services more challenging.

Increasingly complex regulatory environment: Hardly a sector of public or private enterprise has avoided the impact 
of new regulations and compliance requirements, and the likelihood is high for new or changing regulations in the 
years to come. This means that a compliance solution implemented five years ago—or possibly just last year—must be 
reevaluated, updated or perhaps replaced.

The rise of social media: The popularity of social media has vastly expanded the pool of people who may be considered 
“trusted” for purposes of digital access. Sophisticated worms and other security threats are increasingly targeting social 
media accounts rather than email, opening up huge numbers of potential entry points for malicious parties. Social media 
may soon become a far greater potential threat than email, given that many users are much more trusting and open in 
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what they share on social media than they are on email. Social media is a good example of how SIEM systems need to be 
able to gather, store and analyze data from sources not traditionally in the IT realm.

Internal Factors

Inadequate data collection: One of the most vexing aspects of information security is finding the right balance of 
elements in data collection, storage and analysis. The easiest answer to the question of “what data should we collect?”  
is “all of it.” But that’s impossible, most IT managers complain. In some cases, IT and business managers may not know 
they should have been collecting certain types of data until it’s too late—e.g., when a security breach or audit turns up a 
hole in processes.

Overwhelming data management: Even if an enterprise manages to collect all the data relevant to its information security 
needs, managing all that data is another story. Most organizations have finite resources for physical plant, storage 
hardware, personnel and operating costs. The sheer volume of data to be collected and managed is staggeringly high— 
in some cases, petabytes every year—especially when regulations require data retention for a year or more.

Inability to make sense of the data: Even if an enterprise is lucky enough to have all the relevant data it needs, it still 
faces many hurdles in extracting the information necessary to conduct an investigation. This includes the need to perform 
an initial analysis to detect a problem, and run complex queries on large sets of more detailed data  in search of significant 
trends or suspicious patterns. This can be caused by a number of factors, including inadequate tools from IS vendors, 
multiple consoles, or the inability of a legacy system to accommodate changes.

Over-normalization: The most common solution to the challenge of data overload is normalization—boiling down data 
into summaries of meaningful events. But normalization often can strip information of all its meaning—for example, by 
eliminating the specific records of a security intrusion that might be necessary to gain a legal conviction or support an in-
house disciplinary action.

Siloed information and processes: Information critical to compliance and/or security concerns is frequently found in 
multiple databases or IT systems. This complicates efforts to look across multiple sources of information in search of, for 
example, relevant patterns of security breaches.

Bottom line: Today’s more challenging security management and compliance reporting environment demands tools and 
systems with much greater capabilities than early-generation approaches. Enterprises need and want to do more, but 
their legacy SIEM systems can’t keep up.

Early Warning Signs of an Aging SIEM System 

Information security officers may recognize the signs of an outdated or struggling SIEM system by reviewing recent 
history to see if they recognize one or more of the following complaints:

“Last week we had a security breach. Now, we’re doing a review of what happened, and I don’t have all the information  
I need to answer some key questions.”

“We’re always being reactive when it comes to security. If we were able to do more sophisticated queries on all the 
information we have, we could identify trends and maybe even do some predictive analysis.”

“We’re supposed to be one organization, but the way our systems are set up, we can’t share information about security 
threats between departments. If we knew more, we could improve our procedures across the organization.”

“Last week, we were reviewing a top-tier security incident, and we found that there were a whole bunch of entries in  
the syslogs that pointed to the source of the attack. If only we’d known about them at the time, we might have prevented 
the attack.”
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“I have a couple of people on my staff who are really sharp at spotting trends in security events. But, with the huge amount 
of data that exists and the tools that we have today, it’s impossible for them to keep up because they are unable  
to automate intelligent data filters.”

“I feel we’re well covered when it comes to real-time security alerts. ArcSight takes care of that. But, we don’t have an 
ability to investigate an ArcSight alert which would require drilling down into relevant information that we may have sitting 
in our data stores.”

“There’s so much more we could be doing. We focus most of our security attention on threats from the outside, and we 
don’t do enough to monitor users inside the organization. And while we’re pretty well covered in terms of collectors on our 
network devices and servers, we haven’t even started monitoring applications.”

“Our budget cannot support one more set of regulations requiring customer data archiving. We run out of storage 
capacity on a regular basis. But we just got an audit that said we aren’t collecting all the data we’re supposed to.”

“I’m looking for a happy medium between normalized data—which doesn’t give you enough detail—and mountains of raw 
data, which is too much to handle.”

“Dots. They drive me crazy. Our current SIEM system gives us maybe 10 or 20 dots a month—events that result in an alert. 
But then there are millions of other ‘dots’ in all our logs—information about past events that might be helpful to know. But, 
we don’t have a way to connect all these dots to see trends and patterns.”

These and similar comments show how CISOs are searching for SIEM solutions with a broader range of capabilities.

What Are The Options? 

CISOs who are concerned about increasing the capabilities of their SIEM systems have a number of options.

• The most extreme would be to tear out everything and start afresh. This might be advisable 
in a few cases where the challenges of security and compliance have just become 
overwhelming, but for most organizations it is neither practical nor affordable.

• Another option is to continue to add resources to existing SIEM systems provided they offer the 
features and scalability required by an organization. This can gradually add essential capabilities 
as the organization is able to learn, implement and integrate them. But this approach can increase 
the challenges that arise from meshing multiple systems, suppliers, interfaces and consoles.

• A third option is to continue using real-time monitoring and log management solutions 
and add systems that provide long-range forensic and analytic tools.

• Yet another approach is to combine a hosted solution (such as a cloud-
based service) with existing or enhanced on-premise systems.

CISOs who are assessing SIEM alternatives need to look at capabilities in four dimensions: depth of security context, 
scalability, sophistication of analysis, and breadth of support for data sources. Traditional data warehouse products can 
scale and provide sophisticated and flexible data management capabilities, but they lack security context. Traditional 
SIEM and log management products have security context, but do not scale well and do not provide sufficient data 
management capabilities. So, the optimum approach for large enterprises with high security needs is a single architecture 
that delivers both security context and scalability.

No one solution will be right for all organizations. The main thing is to adopt a three-pronged approach:

• Understand where the greatest weakness and vulnerabilities currently lie;

• Identify and implement highest-priority improvements; and

• Chart a path toward incrementally adding new capabilities.

In short, take action now.
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Matching Processes With Systems 

CISOs who are charged with guiding an organization’s Governance, Risk and Compliance (GRC) efforts know that the 
solution to the challenges they face is a combination of human factors (e.g., institutional processes, guidelines, employee 
participation) and IT tools (e.g., SIEM systems).

Consulting firms and professional-services arms of IT vendors can suggest best practices that can be used to  
determine policies and procedures. The goal should be to create sustainable and flexible processes with a cost-effective, 
scalable solution. 

Priorities in setting the human processes will of course depend on the unique characteristics of the organization  
and the environment in which it operates. For example, health care organizations will be very concerned about the 
integrity of patient records and who has access to them. Different organizations will have different perceptions about  
the mix of threats from internal and external sources. And while monetary transactions might be the focus of financial  
and retail enterprises, sensitive information on national security matters might be of highest concern to government  
and military operations.

Once internal processes and priorities are clear, CISOs should apply four critical guidelines in shaping their  
SIEM systems:

• Having enough storage capacity to collect and store all relevant data, even 
data for which an immediate need might not be obvious.

• Support for usage profile benchmarks and automated detection based on pre-
loaded and custom attack signatures, and predictive analytics.

• Access, aggregation, filtering and correlation capabilities so that IT and security 
professionals can do something meaningful with all that data.

• Precision analytics that can be used to make decisions about security threats and 
compliance requests, including both real-time and historical perspectives.

Defining a Next-Generation SIEM Solution 

Fast-changing market dynamics are demanding increased capabilities and this means a new generation of SIEM solutions 
is required. What are the elements of such solutions?

Experienced CISOs who have witnessed first hand the evolution of security and compliance solutions recognize that 
remedies will undergo continual transformation. The imperative, then, is to adopt a next-generation SIEM architecture 
that fixes today’s critical problems, lays a foundation for future enhancements, and has the capacity to scale up to meet 
growing demands.

At Sensage, we have been collecting input from CISOs at large enterprises and government agencies. Guided by their 
unique vantage point, we have determined that the goal of next-generation SIEM is to bring together these key processes: 

• Log management

• Compliance reporting

• Real-time monitoring

• Incident response

• Forensic investigation

Our analysis is similar to work done by researchers at a leading analyst firm, who see advanced SIEM as a foundation for 
what they call “Enterprise Security Intelligence.”
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The concept of “security intelligence” is important because it emphasizes the need for organizations not just to collect 
security data but also to learn from it in order to continually make improvements in processes and methods throughout the 
organization. To make learning easier, next-generation SIEM systems will incorporate “security intelligence dashboards” 
that bridge multiple functions (e.g., threat detection, compliance, forensics) and provide different views of data to different 
people in the organization, depending on their particular roles and expertise.

The capabilities of a security intelligence dashboard go far beyond user interfaces of early-generation SIEM tools, offering 
the ability to create executive-level aggregations of data that summarize security and compliance trends. Graphs help 
executives easily see key trends and findings, while staff members with more specific interests drill down three or four 
levels into the same store of data to examine details.

So, what can a CISO’s organization do with a next-generation SIEM system that they can’t do today?

• Gain the access to a broader landscape of non-standard queries against large 
amounts of historical log data to detect patterns and hidden threats

• Conduct correlation and analysis of security events across siloed processes and 
systems, allowing all departments to adhere to best practices

• Gain the ability to store all relevant data for as long as necessary, meaning 
users do not always have to rely on IT for answers

• Use reporting and analytic tools that combine security and compliance metrics with traditional business 
intelligence metrics, enabling staff to use the tools they are comfortable with so they can find answers faster

• Use a common set of security data to create tiered dashboards that help executives, managers and analysts 
throughout the organization monitor status, learn from past experience and make continual improvements

• Filter and analyze large, complex data sets in order to keep pace with creative new threats from cyber-criminals

• Bring more fact-based analysis to the process when making security-related decisions

What should a CISO demand in a next-generation SIEM solution? Key elements should include:

•	All relevant data captured and stored in a central location

• Event data stored and available in native form, not normalized

• Analytic and reporting tools capable of handling huge amounts of raw data yet be easy enough to use

• Analytic and reporting tools must be based on open standards and interface with 
the widely used elements of legacy solutions that will be retained

Assessing the Cost/Benefit of Next-Generation SIEM Solutions 

For large enterprises and government agencies, CISOs, their staffs and C-level colleagues must carefully define their 
unique needs. By doing so, a well-defined and implemented SIEM solution will produce numerous benefits. Several 
aspects of an SIEM solution will impact TCO:

Storage—Better compression technology can dramatically reduce capital and operating costs related to storage systems 
for massive amounts of data.

Adaptors—An advanced SIEM solution will have a wide range of standard adaptors for gathering log data as well as 
simple, reasonably priced means for creating custom adaptors.

Pricing—Licensing and maintenance costs will be oriented toward consumable models that are based on either data 
volume and number of queries, or on the number of servers, adaptors, administrative consoles and other elements. 

Personnel—An advanced SIEM solution will not make excessive demands for new skilled resources, but instead will 
leverage the capabilities of professionals knowledgeable about tools such as Oracle.

Technology adoption—A next-generation SIEM solution will be good for the long-term by adapting to evolving 
technologies such as virtualization, IPv6, and new applications and devices.
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Automated reporting—The spiraling cost of compliance can be mitigated by tools automating audit reports.

Improved analytics and forensics—A next-generation SIEM solution will streamline the process of analyzing security 
events, leading to faster resolution of problems, clearer guidance for remedial action, and solid evidence to support law-
enforcement or personnel action.

One route to cost savings from a next-generation SIEM system involves eliminating layers of systems that exist in earlier 
approaches. The key areas where a traditional SIEM is more costly include software licensing and ongoing management 
expense. The latter stems from database administration overhead associated with relational database management 
systems and the added expense of retrieving event data archives stored in a separate, bolted-on product.

Sensage: Defining the Next-Generation of SIEM Solutions 

Sensage provides solutions that are purpose-built to move beyond compliance and event reporting and leverage all  
event data to proactively adopt advanced SIEM capabilities.

Our unique capabilities exist in three areas: event data collection, event data warehousing, and security intelligence  
and action.

Event Data Collection

If all of the data relevant to a company’s needs is not collected, then any security or compliance effort is flawed from the 
start. Collecting all data is essential—but also very difficult. Sensage offers a very flexible approach to event data capture. 
Its Log adaptor technology allows enterprises to capture data from network devices, operating system logs, application 
logs, database logs, or any other source of time-stamped events.

We provide a standard set of event collectors for most sources, including IT systems, network devices, end point, 
applications and other SIEM systems. Custom log adaptors also can be created.

Sensage offers complete control over the collection process, with the ability to flexibly schedule collection and data 
uploads, an audit trail from retrieval to load, and support for collection from remote sites.

To ensure data integrity, Sensage captures native log data in unstructured or semi-structured formats, which ensure 
fidelity and accuracy for forensic and investigative purposes as opposed to normalized data and loss source structure.

Event Data Warehousing

Sensage approaches SIEM as a data management issue. Our solution is built atop an event data warehouse that 
leverages a columnar database uniquely designed for time-stamped, unstructured data to be correlated and analyzed, 
either in real time or over months or even years.

The solution runs on a platform employing massively parallel processing and commodity hardware and storage for 
enhanced load and query throughput, very high data compression (up to 40:1 compared to relational databases) and 
extremely large data retention (up to petabytes a year). It provides the ability to correlate events across multiple data 
sources and systems, either in real-time or on a historical basis.

Security Intelligence and Action

Collecting and storing data—while essential first steps—are of no use if IT staffs can’t gain meaningful insight and 
information from all that data. So, analytic tools and user interface are key elements in an advanced SIEM solution.

Sensage’s analytics console supports correlation and contextual investigation via an SQL-driven query wizard. The 
console also supports threshold, violation and investigation alerts; long-term trend analysis; monitoring of access to 
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sensitive files; and rich reporting capabilities including pre-defined templates that meet specific regulatory formats such 
as SOX, PCI, FISMA and ISO 17799. An open-access approach allows users to access event data directly from their 
preferred business intelligence tools.

Sensage’s Administration Console provides GUI-based screens for easy management of users, privileges, schedules  
and reports. Authorized users are assigned roles with specific permissions that determine which features, functions, 
reports and data each user may access. Role-based filters support granular permissions where users only see data 
related to systems they own. Sensage clients can be installed in any geographic location, via a secure, encrypted 
connection to servers.

Working with customers, Sensage is evolving the administration console into a “security intelligence dashboard” capable 
of aggregating data at different levels and presenting the findings to different people in the organization, all the way from 
high-level executive summaries to detail-rich reports for analysts with a specific focus.

Next-Generation SIEM at Work 

Here are five examples of how different organizations have leveraged Sensage solutions to address their critical security, 
risk management and compliance requirements:

• A large U.S. government agency consolidated its SIEM and log management operations to better 
protect customer data through real-time alerting, forensic investigation, long-term event data analysis 
and FISMA compliance reporting. The project required scaling to support 1,000 Microsoft Windows 
servers, custom dashboards, out-of-the-box compliance reports and flexible query capabilities. 

• A large European country’s national health service consolidated SIEM and log management services for clinical 
and nonclinical data for over 77 million patients. Key criteria included advanced threat detection, correlation, 
forensic analysis across vast amounts of critical data including electronically protected health information (ePHI), 
and extensive role-based access and controls required by mandates to separate clinical and nonclinical data. 

• A large U.S. government agency focused its log management effort on insider threat detection and then 
expanded it to include SIEM to enable both real-time and historical analytics for individual analysts. 

• A large U.S. government defense agency complemented its existing Cisco SIEM solution (MARS) 
with support for heterogeneous event data coming from multiple sources, comprehensive security 
monitoring, and long-term analysis to improve its insider threat detection and analytics capability. 

• A large European national telecommunications company implemented a corporate-wide cyber-security and 
log management solution for law enforcement, internal fraud detection, and internal security monitoring. 
This system collects and correlates log data from over 180 sources, including 1.5 billion call detail records 
(CDRs) per day, to enable more immediate and expansive cyber-threat detection and response. Other 
key requirements included flexible and precise querying and correlation capabilities and the ability to 
support a virtualized (private cloud) implementation to reduce operating and capital expenses.

These examples reflect the growing trend towards a more comprehensive approach to security, risk management, 
and regulatory compliance operations. By providing expanded scope and visibility into the organization’s entire IT and 
data environment, combined with powerful analytics and reporting capabilities, Sensage solutions are uniquely able to 
deliver Security Intelligence to these operations, just as Business Intelligence has delivered essential decision support to 
business operations over the last two decades. 
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Summary 

Enterprise-scale IT departments today are at risk from new security threats that are much more frequent and sophisticated 
than ever before. In addition, they face the challenge of responding to increased compliance regulations and audits. 
To protect themselves and to address compliance and audit requirements, CISOs and their teams need to be able to 
implement enterprise-wide solutions that enable them to better manage and analyze their data in order to make the best 
strategic decisions.

While traditional SIEM, log management, and data warehouse solutions are appropriate for many business requirements, 
they are unable to address the critical need that organizations operating in today’s cyber-threatened environment have for 
more powerful and more comprehensive decision support. A new generation of security intelligence solutions is needed 
to provide the comprehensive data management and analysis tools needed to meet these threats and challenges.

Security intelligence solutions from Sensage provide essential decision support for security, compliance, and risk 
management operations in enterprise-scale organizations. Sensage delivers strong real-time threat detection combined 
with an event data warehouse that provides superior long-term analysis and retention—all accessible through an easy-to-
use dynamic user interface. All this at substantial cost savings over alternative or early-generation approaches.

About Sensage, Inc. 

Sensage®, Inc. helps organizations collect, store, analyze and interpret complex information to identify new threats, 
improve cyber-security defenses, and achieve industry and regulatory compliance.

Sensage serves our customers’ most advanced Security Information and Event Management (SIEM), log management, 
Call Detail Record (CDR) retention and retrieval and Continuous Controls Monitoring (CCM) use cases. Hundreds of 
customers worldwide leverage patented Security Intelligence solutions from Sensage to effectively identify, understand 
and counteract insider threats, advanced persistent threats, cyber threats, fraud and compliance violations.

Combining powerful data warehousing with scalable, clustered multiprocessing and robust analytics, Sensage solutions 
handle all event data types, scale to petabytes, minimize storage costs and perform sophisticated data analysis. Sensage 
has achieved Federal Common Criteria and FIPS 140-2 Certification. Sensage partners include Cerner, Cisco, EMC, 
McAfee and SAP. For more information, visit www.Sensage.com, follow us on Twitter: @Sensage, and watch for us on 
www.youtube.com/Sensagetv.

 


